MQSeries 5.3 SSL Functionality Demo

INTRODUCTION

Basic configuration

The ingredients for our basic configuration are:

· Two queue managers, QM1 (listening on port 1515) and QM2 (1616).

· Two sender/receiver channel pairs, QM2.QM1 and QM1.QM2, that use the TRIPLE_DES_SHA_US cipherspec, which uses the Secure Hash Algorithm and 128-bit Triple DES encryption.

In the SSL protocol, the party that starts a conversation (the sender channel) is the SSL client. The other party is the SSL server.  The SSL client authenticates the server by requesting the server's certificate. Optionally, the server (i.e. receiver channel) may require client authentication.  In our scenario the client will also authenticate to the server.

When we start the QM2.QM1 sender channel, the following is what happens (this is called SSL handshake):

1. QM2 starts the connection and requests a certificate.

2. QM1 sends the certificate (which is encrypted using the Certification Authorities key -- more about this below)

3. QM2 verifies QM1's digital signature in the certificate. QM2 now knows QM1 is who it claims to be.

4. ... the handshake continues with the selection of a secret key that both parties will use to sign and/or encrypt messages.

From the list above, it follows that (1) the server QM1 must have a certificate and (2) the client QM2 must be able to decipher the certificate's signature.

We'll start by obtaining a certificate for the server (i.e. QM1).

Obtaining a certificate

There are a number of ways to obtain a certificate for your queue manager:

1. You can create self-signed certificates.

2. You can have an in-house Certification Authority.

3. You can request a certificate from a Certification Authority.

I obtained a demo (valid for 30 days) personal certificate from globalsign.com. There are other sites for requesting certificates (for example http://www.thawte.com/). I found Globalsign convenient because it does not ask you to register. Note that certificates for purposes other than a demo will cost money (dispensing certificates is what Certification Authorities do for a living).

SSL SETUP STEPS

Step 1 – Create Queue Managers QM1 & QM2

1. Open MQSeries Services, right-click WebSphere MQ Services (Local), and click New Queue Manager.  Name it QM1 and make the listener port 1515.  Repeat the process to create QM2 and make its listener port 1616.

2. Create the Queue Manager objects.  Use the supplied QM1.tst and QM2 .tst files to create the queues and channels.  E.g. runmqsc QM1 < QM1.tst
Step 2 - Obtain an SSL certificate for QM1

Go to http://www.globalsign.com/

From the menu at the top, select the Certificates drop-down, then PersonalSign. This takes you to:

http://www.globalsign.com/digital_certificate/personalsign/index.cfm
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Select PersonalSign Demo. This takes you to a screen showing an 8-step process for obtaining your certificate:
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· Click “Go to Step 1” and refer to the table below:

	Step
	Description

ProcdPPComments

	Step 1. check root 

First, you need to install GlobalSign´s Root Certificate. 
	This should already be installed. Click “Go to Step 2”.

	Step 2. submit e-mail address 

Submit your e-mail address and provide a password. 
	This asks your internet e-mail address 

and a password that you will need in step

4. After you press "Go to step 3" Globalsign 

will send you an e-mail.

	Step 3. check your mailbox 

You will receive an e-mail from GlobalSign in your mailbox. You have to check your mailbox and click on the hyperlink.
	You will receive and e-mail from 

"ca@globalsign.net" within one minute. 

The e-mail contains a hyperlink.  Click on it.

	Step 4. enter your password
	Enter the password you gave in step 2 and click on “Go to Step 5”.

	Step 5. provide personal data
	You can click on "Go to step 6" without making any changes.

	Step 6. accept agreement 
	Click on "Agree (Go to step 7)"

	Step 7. check your mailbox 


	You will receive another e-mail within 5 minutes. It contains a 

hyperlink that downloads your certificate and opens a browser

 page (should be the same browser page used previously)

 with an "Install" button. 

	Step 8. install certificate 


	Click on "Install". You should receive a message confirming

 that your certificate is installed.Click OK.


Step 3 – Check that the certificate is installed
After having installed your certificate, you can now verify that you own a Globalsign Certificate. In Microsoft Internet Explorer, go to the "Tools" menu, select "Internet options", click on the "Content" tab and finally click on “Certificates".  By doing so, you will have opened the certificate manager and you will see a GlobalSign Certificate "issued to" your e-mail address.
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Step 4 - Add the certificate to the Queue Manager QM1 certificate store

Normally you should just go ahead and add the certificate to the MQ Certificates Store, but due to a bug (to be fixed in CSD 1), you must use the command line to add the first ever certificate to MQ.

For you first ever certificate into the MQSeries installation (before CSD1), you must use the command line interface to issue the following commands:

1. C:\> amqmcert  -k MY –l
2. C:\> amqmcert -a “certificate number” -m QM1
The first command lists the certificates available in the Windows certificate store for the current user (MY).  The second command adds the certificate to the queue manager certificate store.  See screenshot below for an example:
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Step 5 - Assign the certificate to Queue Manager QM1

As you will see, there are many certificates in the queue manager's store. You must assign the certificate you just added, so that the queue manager uses it to identify itself during an SSL handshake.

1. Start, Programs, IBM Websphere MQ, WebSphere MQ Services.

2. Right-click on a queue manager (in this example, QM1).

3. Select All tasks, Manage SSL Certificates.
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4. Select your certificate, click on Assign. This opens the "Assign Queue Manager Certificate" dialogue.
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5. Select your certificate and click on Assign. 

6. You should now see a tick box in the icon for your certificate. The queue manager will send that certificate during an SSL handshake.  Click OK.
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When QM1 sends the (encrypted) certificate to QM2, QM2 needs the Certificate Authority's own certificates to authenticate QM1. This is the next step.

Step 6 - Add the Certification Authority's certificate(s) to the SSL client Queue Manager QM2

Before we can add the certificates to QM2, we need to know which certificates to add and so need the Certification Path.

1. Open Internet Explorer

2. Go to Tools, Internet Options, select the Content tab, click on Certificates.

3. Double-click on your certificate, then select the Certification Path tab. You will see the certification path to your certificate. In this case:

GlobalSign Root CA

GlobalSign Primary Class 1 CA

GlobalSign Class 1 CA

you@xx.ibm.com
4. Click OK, Close, OK.
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You need to add those three certificates to QM2:

1. Start, Programs, IBM Websphere MQ, WebSphere MQ Services.

2. Right-click on QM2.

3. Select All tasks, Manage SSL Certificates ...

4. Click on Add. This shows a list of all the Certificates in Windows.

5. Change the Certificate Store pull-down from All to ROOT

6. Select GlobalSign Root CA and click on Add. This adds the certificate and goes back to Manage Certificates.
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7. Click on Add again.

8. Change the Certificate Store pull-down to Certification Authority (CA)

9. Select both (press CTRL) GlobalSign Primary Class 1 CA and GlobalSign Class 1 CA. Click on Add.
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10. Click OK.

Step 7 – Obtain, add and assign an SSL certificate for queue manager QM2

11. Repeat Step 2 and Step 3 to obtain an SSL certificate for QM2. 

12. Because we have already added a certificate to the MQSeries server, we can add subsequent certificates using the GUI instead of the command line.

13. Start, Programs, IBM Websphere MQ, WebSphere MQ Services.

14. Right-click on a queue manager (in this example, QM2).

15. Select All tasks, Manage SSL Certificates.
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16. Click on Add. This shows a list of all the Certificates in Windows.

17. Change the Certificate Store pull-down from All to MY (Current User).

18. You should see a certificate issued to your e-mail address, by GlobalSign Class 1 CA.  Make sure you select the new certificate, and not the one already issued for QM1.  You can identify which certificate is which by the serial number.  QM1 will already have a certificate installed, check its serial number to clarify the correct certificate to use for QM2.
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19. Select your certificate and click on Add. This adds the certificate to the Queue Manager store.  You should see it on the list.

20. Repeat Step 5 to assign the certificate to QM2.

21. As before, repeat Step 6 to add the Certification Authority’s certificate(s) to the SSL client Queue Manager, this time QM1.

Step 8 – Configure the SSL properties of the MQSeries channels

1. For each channel, QM1.QM2 and QM2.QM1, in MQSeries Explorer, go to the channel properties and click the SSL tab for both sender and receiver channel.

2. On the sender, open the channel properties, select the SSL tab, select TRIPLE_DES_SHA_US from the Cipher Specification drop-down.  Click OK.
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3. On the receiver, open the channel properties, select the SSL tab, select TRIPLE_DES_SHA_US from the Cipher Specification drop-down. Click the "Always authenticate parties initiating connections" checkbox.  Click OK.
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4. Start the sender channel at each end.  Refresh the channel status and they both should be running.

Step 9 – Testing

A Java Port Sniffer is supplied.  It acts as a proxy for the real TCP port, intercepting TCP port requests on the receiving end of the channel and then forwarding them onto the channel listener.

For example, if the channel listener is listening on port 1414, change the sending end of the channel to connect via, say port 1415, and have the Port Sniffer set up to listen on port 1415 and forward the messages on to port 1414.  To do this you need to change the port number on the Connection Name property of the sending channel.  The channel listener remains the same.

In this demonstration we have the QM2 channel listener is listening on port 1616.  The sender channel QM1.QM2 will be modified to connect to port 1617.  The port sniffer will be responsible for forwarding packets from port 1617 to port 1616 and at the same time will display the data.

Steps:

1. Stop the QM1.QM2 channel.

2. Change the port number on the “Connection Name” property of the sender channel QM1.QM2 on queue manager QM1.  Change the port number to 1617 and click OK.  

3. Start the port sniffer.  C:\> sps localhost 1616 1617
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c:n>ed ueile
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4. Start the channel QM1.QM2 on queue manager QM1 again.  Make sure it shows a status of “running”.

5. Put a message on remote Queue TO.QM2 on Queue Manager QM1.  C:\> amqsput TO.QM2 QM1
6. Enter some data, each time the enter key is pressed a message will be generated and sent to the destination queue.  To exit, just press the enter key without entering any data.
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c:\>angsput TO.aM2 Qi
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7. The message should be encrypted as it moves across the channel and displayed in the port sniffer window.
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8. Stop the QM1.QM2 sender channel and repeat Step 8 to change the channel encryption settings back to “none” on both the sender and receiver end of the channel.  Start the channel and repeat the test.  The messages should now be visible as clear text to prove that SSL encryption works.
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Alternative method using Self-Signed certificates

If you have WebSphere Application Server and/or IBM HTTP Server installed, then you generate your own self-signed certificate for use in this demo, thereby removing the need to request a certificate from a CA such as globalsign.

The following steps describe how to generate a self-signed certificate and import it into the Microsoft Certificate Manager repository.

1. Start, Programs, IBM HTTP Server, Start Key Management Utility

2. Create a new key database file 

a. select New from the Key Database File pulldown.  

b. Key Database Type should be left set to CMS key database file.

c. Enter a suitable file name and location and press Enter.

d. Enter a password, confirm it by re-entering, then press Enter.

3. Create a new self-signed certificate

a. Select New Self-Signed Certificate from the Create pulldown.

b. Provide a name for the label, e.g. myCert

c. Set the Organization to IBM (or some other value should you prefer)

d. Change the Country to AU (optional)

e. Press Enter.

The new certificate (myCert) now appears in the key store window.

4. Export the certificate

a. Press the Export/Import button

b. Make sure Choose Action Type is set to Export Key
c. Set Key file type to PKCS12 file from pulldown

d. Provide a suitable file name and location

e. Press Enter

f. Enter a password to protect the key file.  Confirm the password by re-entering

g. Press OK

h. Select Weak Encryption (browser compatible)
i. Press OK

5. Import the certificate using the Internet Explorer GUI

a. In Microsoft Internet Explorer, go to the Tools menu, select Internet Options…, click on the Content tab and select Certificates.

b. Select Import and run the Certificate Import Wizard

c. Press Next
d. Enter the name of the file containing the exported certificate from step 4d and press Next
e. Enter the password chosen at step 4f 

f. Make sure Mark the private key as exportable is checked

g. Press Next
h. Let the wizard decide the store location and press Next
i. Press Finish
j. Select Yes when asked if you want to ADD the certificate to the Root Store

k. The message ‘The import was successful’ is displayed, press OK 
l. You can confirm that the certificate has been imported by selecting the Trusted Root Certification Authorities tab, click on the Friendly Name column (to sort by name) and scroll down until you see your certificate, e.g. myCert.

6. Add the certificate to the MQSeries store 

a. Start, Programs, IBM Websphere MQ, WebSphere MQ Services.

b. Right-click on queue manager.

c. Select All tasks, Manage SSL Certificates ...

d. Click on Add. This shows a list of all the Certificates in Windows.

e. Change the Certificate Store pull-down from All to ROOT

f. Select the self signed certificate and click on Add. This adds the certificate and goes back to Manage Certificates.

7. Assign the self-signed certificate to the queue manager using the process described previously for the globalsign certificate

8. The self-signed certificate is treated as a Trusted Root Certification Authority.  Because it is a root certificate, there is no further certification path information required.  This means that the receiving channel does not require any additional certificates.  

